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Cyber Risk Overview
2020 Cyber Risk Landscape
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Cyber Risk Overview

Most common types of cyber incidents experienced in 2019-20

Most common incidents Australian Small to Medium business faced in the past 12 months:

Phishing compromises @
Data loss @
Business interruption @
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Cyber Security Threats

Cyber Is A Complex Set Of Risks That Can Lead To Multiple Impacts

But it can be broken down into components

Actor

Cyber criminal,
hacktivist, state-
sponsored

Employee

Immediate impacts

Potential
business impacts

MARSH

Target

Systems | bmm |

Systems not Data stolen, deleted,

available or corrupted or changed
malfunctioning

« Response costs (notification, investigation, clean-up)
* Loss of revenue

* Legal liability

* Reputational damage

« Loss of intellectual property / critical data

* Fines

Intent



Current Threats and Trends

Threat Actors

Threat Matrix

Organised
Crime

Script-Kiddies,
Lone Wolves,

Other
Malcontents

Insider Threats

Motivation

Choice of targets

Organisation

Competence
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Money

Individual, by
chance or
directly aimed

Strongly
pronounced

High

Fun, Curiosity

By chance,
political reasons

Partially

Low-High

Strategic

Individual,
collateral

Perfect

Very-High

Malicious Intent, Politics, Ethics
eroor, Negligence

Employers, Ideological and
Unintentional political targets
Individual/ Structured
partially

Low-High Middle-High

(external help)



Current Threats and Trends
Example of Current Threats

907k

Total Spam
Messages related
to COVID-19

220X

Increase in

spam from

Feb to Mar
2020

(37 48k

Detected Hits on
malware malicious URL
related to
COVID-19

260%

Increase in
malicious URL
hits from Feb to

Mar 2020



Current Threats and Trends
Examples of Current Threats

« 19" March, SMS phishing campaign recommences
using a different number and sender name (GMAIL

« 16" March, Australians begin receiving text messages
from malicious actors impersonating the government.

« 20" March, Malicious Actors utilise the alpha tag
‘myGOV’
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Monday, 16 March 2020

o You've received a new message
regarding the COVID-19 safetyline
symptoms and when to get tested
in your geographical area. Visit
https://covid19-info.online/

09:42 19 V. §sox
< GMAIL
o8
You've received a new message regarding
Coronavirus COVID-19 symptoms and

where to get tested in your geographical
area. Please visit hitps:/u.10/PiHWFw

C

9:36 7 all 4G Em
<o o
myGov

© o e

We have issued a new video
communication regarding COVID-19
restrictions and how to protect yourself
against the coronavirus: https://covid19-
guidelines.comy/




Current Threats and Trends
Example of Current Threats

virus COVID-19 Global Cases by Johns Hopkins CSSE

Hubei Mainland
China
Henan Mainland
China

Guangdong Mainl
and China

Zhejlang Mainland
China

Links often lead to
fraudulent sites
impersonating reliable
sources.

This is an example of a fake
website impersonating the
Johns Hopkins Coronavirus
resource Centre.

This is a process called
Pharming




Current Threats and Trends
Example of Current Threats

The WHO's designation of coronavirus as a pandemic yesterday has significant implications for the operation of insurance policy cover and these are clearly posing unprecedented challenges.
The team have put together some advice for you based on current activities:

T am travelling to a country where there has been an ouibreak?

1f the WHO advise against travel 1o the area you are visiting then in the first instance you should contact your travel operator or medical practitioner to reschedule or ask for a protective tips. MOST REPORTED CASES SAVES LIFES
Eandly take a break and read the aftached articles on our site and futher refrences on the issue for our stafl

dnfiebals,wiclsad poend
byl Tvuggitilhe5ithnllgjg2 07 p T md 0y
i yphrsinghibud b T Tvsgaii0hes,
Zian T 23201 i T a/hbsc Bl fowmisboy

Click of tap to fallow link,

19" March, the ACSC received a report from Australia Post about a
COVID-19 phishing email that was impersonating their organisation.

MARSH
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Current Threats and Trends
Example of Current Threats

Coronavirus (2019 -nCaV) Satety Measures - Temporary Rems

Coronavirus (2019 -nCoV) Safety Measures

= Show Dets

Dear Sir/Madam,
Go through the attached document on safety measures regarding the spreading of corona virus.
This Iittle measure can save you,

WHO s working closely with global experts, governments and partners to rapidly expand scentific knowledge on this new
virus and to provide advice on measures o protect health and prevent the spread of this cutbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Intensive Care Physician

WHO Plague Prevention & Control

(2 Word Health
E}j_} Organization

The ACSC has also received
reports of COVID-19 phishing
emails that have malicious Word
documents or other attachments
containing embedded computer
viruses.

When opened, the attached file
contains malicious software that
automatically downloads onto the
recipient's device,
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Current Threats and Trends
Example of Current Threats

- ‘ L .\ o 8 E
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These attachments contain
malware.

An internet security provider
recently analysed a
coronavirus-themed malware
that overrides a systems’
master boot record (MBR),
making it unbootable. Forcing
victims to pay to access data.
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Cyber Security Threats
Consequences — Data Breach

* Once attackers have gained access to sensitive
information, these can be used for nefarious
purposes

» Sensitive personal and payment card data can
be monetised by selling to other criminal or
through identity theft

e Other potential consequences include theft of
trade secrets

MARSH 12



Cyber Security Threats
Consequences — Misappropriation of funds

L] Mew= =) Regly = $E'ReplyloAll = (2 Forwasd > @ = o= | Display= 0} = lore~

* Once a system is breached,

; ; Confidential: Sensitive Transaction
attackers are able to monitor internal . i ek S
communications Shetvy etails
 Attackers could then use the gl bl it iclua i |
i nfo rm at| on to | m p ersonate Your assislance i requined in suppoit of a senstve bansackon, which takes pnonty over all olher tasks

execunves or Vendors to SCam fu nds | shall arange for X¥Z LLP fz professional sdwizony frmf 1o make comactto discuss the finer details

To avoid the risk of leakage tothe press, orumwananied mterastrom our regulator, under no crcumstantes

. Spooﬁng’ Business Email mustihis be discussed outside of X¥Z LLP and|
Comprom|se, and payment gateway Wany thanks in advance for your suppart,
hijacking are potential outcomes

(jﬂéﬁ [hpicatly the Managing Direcior/ CEQ)
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Key Cyber Security Considerations

Below an overview of key cybersecurity aspects to be considered by your IT/IS department

Awareness and training Security Architecture

Perimeter security
components and remote
connections.

Key concepts related to the cyber-risks in a
teleworking environment the users are
exposed to.

Incident response Mobile Devices

Security configuration of
mobile devices.

Capabilities deployed and tested
for responding in case a cyber
incident is identified.

Security event monitoring Workstations

Critical characteristics related to the timely
detection of cyber security incidents.

Cyber security considerations
for the configuration and
usage of workstations.

Vulnerability Management Access Management

Critical topics related to the vulnerability Aspects related to the processes that
life cycle in the organization. ensure that only the authorized users
have the rights to access the systemsin

MARSH the organization.
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Key Cyber Security Considerations

Cyber security good practices to be considered for your employees

@ Increase awareness for potential COVID-19 email/phishing

scams.
@ Prevent usage of personal email/file sharing services.
Prevent copying work files to personal devices.

Mute or shut down any digital assistant (e.g. Alexa, Google Assistant,
l:l etc.), since they are constantly recording nearby conversations.

Don’t let family members or friends use your company-provided equipment
(e.g. laptop, phone, etc.).

When printing at home, secure paper files in a safe place after you
finish working.
17



Consequences of Cyber Risk

Cyber Event Malicious attacks or accidental events impacting da ta, computer
networks, or technology.

Leading to:

—~———

D000

Encrypted  Security Privacy Regulatory Phishing Bricked Property  Property Property Bodily
Data Breach  Violations Investigations /Fraud Computers Damage Damage Damage Injury

Impact

Leading to claims for:

——

Loss 3d Fines Extortion Negligence Shareholder
party Costs of Income Party Liability & Penalties Demands in Services Litigation

MARSH This document is for internal distribution to Marsh colleagues only 16



Cyber Insurance: Core First Party Coverages

Direct loss and out of pocket expense incurred by a ninsured

COVERAGE DESCRIPTION COVERED COSTS

Business Interruption / Extra Interruption or suspension of computer systems due to a = Loss of Income.

Expense network security breach. Coverage may be limited to security = Costs in excess of normal operating expenses required to
attacks or broadened to include general system failure. restore systems.

= Forensic expenses to value a loss.
= May include contingent business interruption as well.

Data Asset Protection Costs to restore, recreate, or recollect your data and other = Restoration of corrupted data.
intangible assets that are corrupted or destroyed by a cyber = Vendor costs to recreate lost data.
attack.

Event Management/Breach Costs resulting from a network security or privacy breach. = Forensics.

Response = Notification.

= Credit Monitoring.
= Call Center.
= Public Relations.

Cyber Extortion Threat to compromise network or data if ransom not paid. = Forensics and related investigation costs.
= Costs to negotiate and pay any ransoms demanded.

Cyber Crime / Social Funds transferred inerrpr
Engineering

MARSH



Cyber Insurance: Core Third Party Coverages

Defence and liability incurred for damage to others

COVERAGE

DESCRIPTION

, caused by an insured

COVERED COSTS

Privacy Liability

Network Security Liability

Privacy Regulatory Defense

Costs

Media Liability

MARSH

Failure to prevent unauthorised access, disclosure or
collection, or failure of others to whom you have entrusted
such information, for not properly notifying of a privacy
breach.

Failure of system security to prevent or mitigate a computer
attack. Failure of system security includes failure of written
policies and procedures addressing technology use.

Privacy breach and related fines or penalties assessed by
Regulators.

Defense and liability for online libel, slander, disparagement,
misappropriation of name or likeness, plagiarism, copyright
infringement, negligence in content to those that relied on
content.

= Liability and defense costs.
= Commercial litigation — e.g., bank suits.
= Consumer litigation — e.g., class-actions.

= Third-party costs for notification and investigation.

= PClfines and penalties.

= Liability and defense costs.
= See above.

= Liability and defense costs.

= Regulatory investigations.

= Insurable fines and penalties.

= Prep costs to testify before regulators.

= Liability and defense costs.
= Commercial litigation — e.g., bank suits.
= Consumer litigation — e.g., class-actions.
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Key Cyber Security Considerations

Financial Impacts and how can Cyber Insurance assist

Potential business impacts ypical Coverages

Responses Cost (investigation, (notification, clean-up) Breach/event response

Loss of revenue, additional costs of working Network business interruption
Legal Liabilities Ransomware event costs
Reputation Damage Data recovery and restoration
Ransom demands Privacy Liability

Costs to restore or recreate data Reputational Harm

Costs to restore or rebuild systems Contingent business interruption

Privacy regulatory defense

Pre-breach loss presentation and mitigation
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Cyber Insurance Submission Recommendations
Marsh Recommended Best Practice for Cyber Risk Management

Enterprise-level Governance: = Management ownership by all key organisational
stakeholders.

Risk ldentification:  Assessment of cyber risk vulnerabilities, clarity on where the key
exposures lie. Have an active understanding of the cyber threat landscape and its impact
on your business.

Holistic Approach to Build Cyber Resilience  : Manage cyber risk like other strategic
risks, with a comprehensive approach that employs planning, mitigation, risk transfer and
testing of response scenarios. Cyber insurance has an essential role to play in this
solution.
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